Republic of the Philippines
CIVIL AVIATION AUTHORITY OF THE PHILIPPINES

MEMORANDUM CIRCULAR: 958-2025

TO : ALL CONCERNED
SUBJECT : CIVIL AVIATION AUTHORITY OF THE PHILIPPINES (CAAP)

CYBER SECURITY FRAMEWORK

1. REFERENCES :

1.1 ICAO ANNEX 17- Security

1.2  ICAO DOC 8973 - Security Manual

1.3 ICAO Doc 10118 - Global Aviation Security Plan

1.4 ICAO Doc 9985 - Air Traffic Management Security Manualyy, aviarion authority
1.5  National Civil Aviation Security Program OF THE PHILIPPINES
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2. OBJECTIVE: Archives Divison
The objective of implementing the Civil Aviation Authority of the Philippines
(CAAP) Cybersecurity Framework is to establish a unified, resilient, and risk-
informed cybersecurity posture across all CAAP-managed offices, airports, and
air navigational facilities. This initiative aims to safeguard critical aviation
infrastructure, ensure the confidentiality, integrity, and availability of digital
assets, and uphold national and international aviation security standards.

3. SCOPE:
Applies to all CAAP-managed systems, personnel, third-party providers, and
digital assets involved in aviation operations, administration, and air navigation
services.

4. GOVERNANCE STRUCTURE:
4.1 Cybersecurity Steering Committee (CSC) Chaired by the Assistant
Director General ll, CSIS.
4.2  Chief Information Security Officer (CISO) to lead the
implementation
43 Cybersecurity Focal Points (CFPs) designated in each airport and
Air Navigation facilities.

5. CYBERSECURITY COMMITTEE TASKS AND RESPONSIBILITIES:
5.1 Conduct regular risk assessments to identify potential
vulnerabilities, threats, and risks to aviation systems and
infrastructure. Based on these assessments, the committee should



develop risk management strategies and prioritize security
measures accordingly.

5.2 Develop cybersecurity policies, procedures, guidelines, and
contingency plans specific to aviation security. These documents
should outline security best practices, access controls, incident
response protocols, data protection measures, and compliance
requirements.

5.3 Ensure that the organization complies with the cybersecurity
requirements and maintains necessary certifications concerning
both local and international regulations and standards.

5.4  Promote a culture of cybersecurity awareness by developing and
updating training programs and awareness campaigns for CAAP
personnel and stakeholders. This includes educating employees
about common security threats, safe computing practices, and
procedures for reporting potential security incidents.

5.5 In the event of a cybersecurity incident or breach, the committee

CIVIL AVIATION AUTHORITY should have a well-defined incident response plan in place. This

OF THE PHILIPPINES plan should include procedures for containment, investigation,
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5.6 Develop a Cyber Resilience Plan to prevent cyberattacks, defend
against cyberattacks, limit the attacks' effect, and ensure the
recovery and continuity of operations after an attack.

5.7 Conduct regular security audits and assessments to evaluate the
effectiveness of existing security measures and identify areas of
improvement. The Committee shall oversee these assessments
and ensure necessary remediation steps are taken to address
identified vulnerabilities or weaknesses.

58 Foster collaboration and information sharing among aviation
organizations, industry partners, and government agencies to be
updated on emerging threats, share best practices, and collectively
address cybersecurity challenges.

5.9 Establish mechanisms for continuous monitoring of aviation
systems, networks, and data, which include threat intelligence
gathering, security event monitoring, and proactive measures to
detect and respond to potential threats in real-time.

5.10 Establish a reporting mechanism for aviation security incidents to
maintain records of security incidents, investigations, and
remediation actions taken. This documentation will assist in
identifying patterns, improving security practices, and complying
with reporting requirements.

511 Perform other related tasks that may not have been covered
and/or defined in items 1 to 10 but shall further thrust of the

committee.



6. LEGAL AND REGULATORY BASIS:

6.1  ICAO Aviation Cybersecurity Strategy and Action Plan

6.2 ICAO Annex 17: Security - Safeguarding International Civil Aviation
Against Acts of Unlawful Interference

6.3  ICAO Doc 8973: Aviation Security Manual

6.4  National Cybersecurity Plan 2022 (DICT)

6.5 National Civil Aviation Security Program (NCASP) Chapter on
Cybersecurity

7. STRATEGIC PILLARS:

ONE
Identify Asset inventory, risk assessments, threat
modeling.
Protect Access controls, encryption, firewalls, secure
configurations.
Detect Intrusion detection systems, continuous
monitoring, anomaly alerts.
Respond Incident response protocols, containment,
and forensic analysis
Recover Restoration plans, post-incident reviews, and
resilience testing

8. OPERATIONAL MEASURES:
8.1 Role-based access control and multi-factor authentication.
8.2  Regular patching and vulnerability management.
8.3  Secure configuration baselines for all systems.
8.4  Data classification and encryption protocol.

9. MONITORING AND EVALUATION:
9.1 Role-based access control and multi-factor authentication.
9.2 Role-based access control and multi-factor authentication.

9.3  Regular patching and vulnerability management.
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10. STAKEHOLDER ENGAGEMENT:
10.1 Coordination with DICT, NTC, OTS, and airport operators.
10.2 Participation in ICAO cybersecurity workshops and ASEAN forums.
10.3 Information sharing via Aviation Cybersecurity Information
Exchange (ACIE)



11. SECURITY STANDARDS, POLICY, AND PROCEDURES:

11.1 Access Control Principle

11.1.1 Least Privilege: Users are granted only the minimum access
necessary to perform their duties.

11.1.2 Role-Based Access Control (RBAC): Access rights are assigned
based on job function and operational need.

11.1.3 Segregation of Duties: Critical functions are divided among
multiple roles to prevent abuse or error.

11.1.4 Time-Bound Access: Temporary access is strictly time-limited
and monitored.

11.2 Access Management Procedures
11.2.1 Access Request and Approval

11.2.1.1 All access requests must be submitted via a
standardized Access Request Form.

11.2.1.2 Requests must be endorsed by the requesting unit's
supervisor and approved by the designated
Cybersecurity Focal Point (CFP).

11.2.1.3 For privileged access (e.g., system administrators),
approval from the Chief Information Security Officer
(CISO) is required

11.2.2 User ldentity Verification
11.2.2.1 Identity must be verified through official CAAP
credentials and biometric validation (where

applicable).
11.2.2.2 Contractors and third-party users must undergo
background checks and sign a Cybersecurity Access

Agreement.

11.2.3 Access Monitoring and Logging
11.2.3.1 All access activities must be logged and retained for a
minimum of 12 months.
11.2.3.2 Logs must include user ID, timestamp, accessed
resources, and actions performed.
11.2.3.3 Regular reviews of access logs must be conducted by
the CFP and reported to the CISO.

CIVIL AVIATION AUTHQRITY
OF THE PHILIPPINES
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11.2.4 Access Review and Recertification

11.2.4.1 Quarterly access reviews must be conducted to
validate active accounts and permissions.

11.2.4.2 Any discrepancies or unused accounts must be
deactivated immediately.

11.2.4.3 Annual recertification of access rights must be
performed for all personnel.

11.2.5 Access Revocation
11.2.5.1 Access must be revoked immediately upon:
a. Termination of employment or contract
b. Role change or transfer
c. Detection of misuse or policy violation

11.2.5.2 Revocation must be documented and reported to the
CISO within 24 hours.

11.2.6 Incident Handling
11.2.6.1 Unauthorized access attempts must trigger
automated alerts and be investigated within 48

hours.
11.2.6.2 Confirmed breaches must be escalated to the
Incident Response Team (IRT) and handled per the

Cybersecurity Contingency Plan.

11.2.7 Compliance and Audit
11.2.7.1 Access management procedures are subject to
internal and external audits.
11.2.7.2 Non-compliance may result in administrative
sanctions in accordance with CAAP personnel policies

and civil service rules.

11.3 Background Checks
11.3.1 Investigation Triggers
11.3.1.1 Background investigations shall be conducted:
a. Pre-employment: Prior to onboarding individuals
into cybersecurity-sensitive roles.

CIVIL AVIATION AUTHORITY b. Periodic: Every 3 years for personnel with elevated
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11.3.1.2 Investigation and Components
11.3.1.2.1 Identity and Credential Verification
a. Validate government-issued IDs, educational
records, and professional certifications.
b. Confirm employment history and references
for the past 5 years.

11.3.1.2.2 Criminal and Administrative Records Check

a. Coordinate with the National Bureau of
Investigation (NBI), PNP, and Civil Service
Commission for clearance.

b. Review any past administrative cases,
disciplinary actions, or unresolved sanctions.

11.3.1.2.3 Cybersecurity Risk Screening
a. Assess prior involvement in cybersecurity
incidents, data breaches, or policy violations.
b. Evaluate digital behavior (e.g., misuse of
systems, unauthorized access attempts) if
previously employed in CAAP or other
government agencies.

11.3.1.2.4 Financial and Lifestyle Review (for High-
Privilege Roles)

a. Conduct financial background checks for

personnel with access to critical systems or

sensitive data.
b. Assess for potential vulnerabilities to

coercion, fraud, or exploitation.

11.3.1.2.5 Investigation Process Flow
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Investigation Request
Form
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11.3.1.2.6 Risk Clarification and Action

LOW No adverse | Grant access

findings
MODERATE Minor Conditional

discrepancies or | access  with
resolved issues monitoring

HIGH Criminal record, | Deny access
unresolved or  reassign
sanctions, or | role
cybersecurity
violations

11.3.1.2.7 Documentation and Confidentiality

a. All investigation records shall be classified as
Confidential and stored securely by the
HRMD and CISO.

b. Access to investigation results shall be
restricted to authorized personnel only.

c. Subjects of investigation shall be informed of
the process and may appeal findings through
formal channels

11.3.1.2.8 Compliance and Review
a. These procedures shall be reviewed annually
by the Cybersecurity Steering Committee.
b. Non-compliance may resultin administrative
sanctions in accordance with CAAP and civil
service rules.

11.4 Threat and Risk Assessment
11.4.1 Assessment Principle
11.4.1.1 Continuity: Threat and risk assessments must be
conducted regularly and after any major system
change or incident.

11.4.1.2 Comprehensiveness: All components—hardware,
CIVIL AVIATION AUTHORITY
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: exposure, and potential impact.
11.4.1.4 Compliance-Oriented: Align with ICAO, NCASP, and
national cybersecurity standards.



11.4.2 Assessment Procedures
11.4.2.1 Planning and Scooping

a. Define the scope of the assessment (e.g., system,
facility, network segment).

b. Identify  critical assets and operational
dependencies.

c. Assign assessment leads from the Cybersecurity
Steering Committee (CSC) and Cybersecurity Focal
Points (CFPs).

11.4.2.2 Threat Identification

11.4.2.2.1Gather intelligence on current and emerging
cyber threats from:
a. DICT and national CERT advisories.
b. ICAO and ASEAN cybersecurity bulletins
c. Internal incident logs and audit findings

11.4.2.2.2Categorize threats (e.g., malware, phishing,
insider threats, supply chain risks).

11.4.2.3 Vulnerability Assessment
11.4.2.3.1Conduct automated vulnerability scans using
approved tools.
11.4.2.3.2Perform manual configuration reviews and
penetration testing
11.4.2.3.3Document system weaknesses,
misconfigurations, and outdated components.

11.4.2.4 Risk Evaluation
11.4.2.4.1Assess the likelihood of exploitation based on
threat capability and system exposure.
CIVIL AVIATION AUTHORITY 11.4.2.4.2Evaluate potential impact on operations, safety,
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11.4.2.5 Mitigation Planning
11.4.2.5.1Recommend  technical,  procedural, —and
administrative controls to reduce risk.
11.4.2.5.2Prioritize remediation based on risk severity and
operational urgency.
11.4.2.5.3Assign mitigation responsibilities and timelines.



